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java.net

Class InetAddress

java. |l ang. Obj ect
I—j ava. net . | net Addr ess

All Implemented I nterfaces:
Serializable

Direct Known Subclasses:
Inet4Addressinet6Address

public class |netAddress
extends oj ect
i mpl enents Serializabl e

This class represents an Internet Protocol (IP)ess$d

An IP address is either a 32-bit or 128-bit unsthnember used by IP, a lower-level protocol on
which protocols like UDP and TCP are built. TheallRiress architecture is definedRiyC 790:

Assigned Numbers, RFC 1918: Address Allocation for Private Internets, RFC 2365:

Administratively Scoped IP Multicast, andRFC 2373: |P Version 6 Addressing Architecture. An

instance of an InetAddress consists of an IP addred possibly its corresponding host name
(depending on whether it is constructed with a Inasbhe or whether it has already done reverse host
name resolution).

Addresstypes

unicast An identifier for a single interface. A packet sémt unicast address is
delivered to the interface identified by that addre

The Unspecified Address -- Also called anylocalddcard addresdt musit
never be assigned to any node. It indicates thenalesof an address. One
example of its use is as the target of bind, whibbws a server to accept a
client connection on any interface, in case theesdrost has multiple
interfaces.

Theunspecified address must not be used as the destination adufras IP
packet.

TheLoopback Addresses -- This is the address assigned totpback
interface. Anything sent to this IP address loapsiad and becomes IP
input on the local host. This address is often wgleen testing a client.

multicast An identifier for a set of interfaces (typicallylbreging to different nodes).
A packet sent to a multicast address is delivesealltinterfaces identified
by that address.
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| P addr ess scope

Link-local addresses are designed to be used for addressangingle link for purposes such as
auto-address configuration, neighbor discoveryyloen no routers are present.

Ste-local addresses are designed to be used for addressidg df a site without the need for a
global prefix.

Global addresses are unigue across the internet.
Textual representation of 1P addresses
The textual representation of an IP address iseaddamily specific.

For IPv4 address format, please refeiniet4 Address#formator IPv6 address format, please refer
to Inet6Address#format

Host Name Resolution

Host name-to-IP addressesolution is accomplished through the use of a combinatfdoaal

machine configuration information and network nagnservices such as the Domain Name System
(DNS) and Network Information Service(NIS). Thetmarar naming services(s) being used is by
default the local machine configured one. For apstimame, its corresponding IP address is
returned.

Rever se name resolution means that for any IP address, the host associatiedhe 1P address is
returned.

The InetAddress class provides methods to resaserrames to their IP addresses and vise versa.
InetAddress Caching

The InetAddress class has a cache to store sugtasskiell as unsuccessful host name resolutions.
The positive caching is there to guard against Bp&fing attacks; while the negative caching is
used to improve performance.

By default, the result of positive host name resois are cached forever, because there is no
general rule to decide when it is safe to remowheantries. The result of unsuccessful host name
resolution is cached for a very short period oktifhO seconds) to improve performance.

Under certain circumstances where it can be detenihat DNS spoofing attacks are not possible,
a Java security property can be set to a difféFene-to-live (TTL) value for positive caching.
Likewise, a system admin can configure a differeegative caching TTL value when needed.

Two Java security properties control the TTL valused for positive and negative host name
resolution caching:

networ kaddr ess.cache.ttl (default: -1)
Indicates the caching policy for successful nano&ups from the name service.
The value is specified as as integer to indicagentimber of seconds to cache the
successful lookup.

A value of-1 indicates "cache foreve
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networ kaddr ess.cache.negative.ttl (default: 10)
Indicates the caching policy for un-successful n&gn&ups from the name
service. The value is specified as as integerdwate the number of seconds to
cache the failure for un-successful lookups.

A value of 0 indicates "never cache". A value ofndicates "cache forever".

Since:
JDK1.0
See Also:

get ByAddress(byte[]), get ByAddress(java. |l ang. Stri ng,

byte[]), get Al | ByNane

(j ava. |l ang. String), get ByName(j ava. | ang. String), get Local Host (), SerializedForm

Method Summary

bool ean

equal s(Obj ect obj)
Compares this object against the specdlgect.

byt e[]

get Addr ess()
Returns the raw IP address of thist Addr ess object.

static | net Address

[l

get Al | ByNane(String host)
Given the name of a host, returns aryasfdts IP addresses, based on
configured name service on the system.

he

static | net Address

get ByAddr ess(byte[] addr)
Returns amnet Addr ess object given the raw IP address .

static | net Address

get ByAddress(String host, byte[] addr)
Create an InetAddress based on the pedvidst name and IP address
name service is checked for the validity of theradsl.

No

static | net Address

get ByNane(String host)
Determines the IP address of a hostgikie host's name.

String

get Canoni cal Host Nane()
Gets the fully qualified domain name tiois IP address.

String

get Host Addr ess()
Returns the IP address string in texpuesentation.

String

get Host Nane()
Gets the host name for this IP address.

static | net Address

get Local Host ()
Returns the local host.

int

hashCode()
Returns a hashcode for this IP address.

bool ean

i sAnyLocal Addr ess()
Utility routine to check if the InetAddigin a wildcard address.

bool ean

i sLinkLocal Address()
Utility routine to check if the InetAddigis an link local address.

bool ean

i sLoopbackAddr ess()
Utility routine to check if the InetAddigis a loopback address.
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bool eanlj s M@ obal ()
Utility routine to check if the multicaatidress has global scope.

boolean; spCLi nkLocal ()
Utility routine to check if the multicaatidress has link scope.

bool ean I; s McNodeLocal ()
Utility routine to check if the multicaatidress has node scope.

bool ean

i SMCOr gLocal ()
Utility routine to check if the multicaatidress has organization scope.

boolean; s\eCSi t eLocal ()
Utility routine to check if the multicaatidress has site scope.

booleanl; spul ti cast Addr ess()
Utility routine to check if the InetAddigis an IP multicast address.

Poolean|i sReachabl e(int tineout)

Test whether that address is reachable.

boolean|; speachabl e(Networ ki nterface netif, int ttl, int timeout)

Test whether that address is reachable.

booleanl; sgjt eLocal Address()
Utility routine to check if the InetAddigis a site local address.

String v ost ri ng()
Converts this IP address t&t ai ng.

Methodsinherited from classjava.lang.Object
clone, finalize, getdass, notify, notifyAll, wait, wait, wait

M ethod Detail

isMulticastAddress

public bool ean i sMilticast Address()
Utility routine to check if the InetAddress is &n inulticast address.
Returns:
abool ean indicating if the InetAddress is an IP multicagtieess

Since:
JDK1.1

iISAnyL ocalAddress

publ i c bool ean i sAnyLocal Address()
Utility routine to check if the InetAddress in aldgard address.

Returns:
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abool ean indicating if the Inetaddress is a wildcard addres
Since:
1.4

isL oopback Address
publ i c bool ean i sLoopbackAddress()
Utility routine to check if the InetAddress is afiback address.
Returns:
abool ean indicating if the InetAddress is a loopback addres false otherwise.

Since:
1.4

isLinkLocalAddress

public bool ean isLinkLocal Address()
Utility routine to check if the InetAddress is ank local address.
Returns:
abool ean indicating if the InetAddress is a link locadldress; or false if address is n
link local unicast address.

Since:
1.4

isSitel. ocal Addr ess

publi c bool ean isSitelLocal Address()
Utility routine to check if the InetAddress is &esiocal address.
Returns:
abool ean indicating if the InetAddress is a site local altdy; or false if address is not a
site local unicast address.

Since:
1.4

isM CGlobal

publ i c bool ean i sMCd obal ()
Utility routine to check if the multicast addresassiglobal scope.

Returns:
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abool ean indicating if the address has is a multicast asklo# global scope, false if it
is not of global scope or it is not a multicast g

Since:
1.4

isM CNodel ocal

publ i c bool ean i sMCNodeLocal ()
Utility routine to check if the multicast addresssinode scope.

Returns:
abool ean indicating if the address has is a multicast asklod node-local scope, false
if it is not of node-local scope or it is not a meaAst address

Since:
14

iIsMCLinkL ocal
publ i c bool ean i sMCLi nkLocal ()
Utility routine to check if the multicast addresssHink scope.
Returns:
abool ean indicating if the address has is a multicast asklo# linkiocal scope, false
it is not of link-local scope or it is not a mubist address

Since:
1.4

iIsM CSitel ocal

publ i c bool ean i sMCSiteLocal ()
Utility routine to check if the multicast addresasstsite scope.
Returns:
abool ean indicating if the address has is a multicast askloé site-local scope, false if
it is not of site-local scope or it is not a mudtst address

Since:
1.4

iIsMCOrgLocal

publ i c bool ean i sMCOrgLocal ()

Utility routine to check if the multicast addressslorganization scoy
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Returns:
abool ean indicating if the address has is a multicast askla# organization-local
scope, false if it is not of organization-local gear it is not a multicast address
Since:
14

isReachable

publ i c bool ean i sReachabl e(int tineout)
t hrows | OException

Test whether that address is reachable. Best égfarade by the implementation to try to
reach the host, but firewalls and server configonatnay block requests resulting in a
unreachable status while some specific ports magcbessible. A typical implementation will
use ICMP ECHO REQUESTSs if the privilege can be ioletd, otherwise it will try to establish
a TCP connection on port 7 (Echo) of the destimatiost.

The timeout value, in milliseconds, indicates trexmmum amount of timéhe try should tak
If the operation times out before getting an answer host is deemed unreachable. A
negative value will result in an lllegalArgumentEgption being thrown.

Parameters.

ti meout - the time, in milliseconds, before the call abort
Returns:

abool ean indicating if the address is reachable.
Throws:

| OExcepti on - if a network error occurs

| Il egal Argunent Excepti on - if ti meout is negative.
Since:

1.5

isReachable

publ i ¢ bool ean i sReachabl e( Net wor kI nt erface netif,
int ttl,
int timeout)
t hrows | OException

Test whether that address is reachable. Best égfarade by the implementation to try to
reach the host, but firewalls and server configonatnay block requests resulting in a
unreachable status while some specific ports magcbessible. A typical implementation will
use ICMP ECHO REQUESTSs if the privilege can be ioletd, otherwise it will try to establish
a TCP connection on port 7 (Echo) of the destimatiost.

Thenetwork interface andtt! parameters let the caller specify which netwotkriace
the test will go through and the maximum numbenays the packets should go through. A
negative value for thet I will result in an lllegalArgumentException beirgown.

The timeout value, in milliseconds, indicates treeximum amount of timéhe try should tak
If the operation times out before getting an anste host is deemed unreachable

file://C:\Program Files\Java\jdk1.5.0 04\docs\&@u§\net\InetAddress.ht 10.10.200



InetAddress (Java 2 Platform SE ! Strénkac. 8z 13

negative value will result in an lllegalArgumentEption being thrown.

Parameters:
netif - the Networkinterface through which the test w#él done, or null for any
interface
ttl - the maximum numbers of hops to try or O fordeéault
ti meout - the time, in milliseconds, before the call abort
Returns:
abool eanindicating if the address is reachable.
Throws:
| Il egal Argunent Excepti on - if eitherti neout orttl are negative.
| CExcepti on - if a network error occurs
Since:
1.5

getHostName

public String getHost Nanme()
Gets the host name for this IP address.

If this InetAddress was created with a host naims,lost name will be remembered and
returned; otherwise, a reverse name lookup wippédormed and the result will be returned
based on the system configured name lookup seiviadookup of the name service is
required, calbet Canoni cal Host Nane.

If there is a security manager, étseckConnect method is first called with the hostname and
1 as its arguments to see if the operation is albwehe operation is not allowed, it will
return the textual representation of the IP address

Returns:
the host name for this IP address, or if the opmras not allowed by the security
check, the textual representation of the IP address

See Also:

get Canoni cal Host Nane() , Securi t yManager . checkConnect (j ava. |l ang. Stri ng,
int)

getCanonicalHostName

public String get Canoni cal Host Nane()

Gets the fully qualified domain name for this IRIsgks. Best effort method, meaning we may
not be able to return the FQDN depending on thedyidg system configuration.

If there is a security manager, this method fiedlsdtscheckConnect method with the
hostname andl as its arguments to see if the calling code maadd to know the hostname
for this IP address, i.e., to connect to the Hbsite operation is not allowed, it will return the
textual representation of the IP address.

Returns:
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the fully qualified domain name for this IP addressif the operation is not allowed by
the security check, the textual representatiomefiP address.

Since:
14

See Also:
SecurityManager. checkConnect (java.lang. String, int)

getAddress

public byte[] getAddress()

Returns the raw IP address of thist Addr ess object. Theesult is in network byte order: 1
highest order byte of the address igénAddress()[0].

Returns:
the raw IP address of this object.

getHostAddress

public String getHost Address()
Returns the IP address string in textual presemtati

Returns:

the raw IP address in a string format.
Since:

JDK1.0.2

hashCode

public int hashCode()
Returns a hashcode for this IP address.

Overrides:
hashCode in classbj ect
Returns:
a hash code value for this IP address.
See Also:
Obj ect . equal s(j ava. | ang. Qbj ect) , Hasht abl e

equals

publ i c bool ean equal s(Obj ect obj)

Compares this object against the specified objéw.result i3 r ue if and only if the
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argument is natul I and it represents the same IP address as thistobje

Two instances afnet Addr ess represent the same IP address if the length dftteearrays
returned byet Addr ess is the saméor both, and each of the array components isdmee fo
the byte arrays.

Overrides:
equal s in classj ect
Parameters:
obj - the object to compare against.
Returns:
t rue if the objects are the sanfeil se otherwise.
See Also:
get Addr ess()
toString

public String toString()

Converts this IP address teta i ng. The string returned is of the form: hostnaméetdil IP
address. If the host name is unresolved, no revense service loopup is performed. The
hostname part will be represented by an emptygstrin

Overrides:
toString in classoj ect
Returns:

a string representation of this IP address.

getByAddress

public static I[netAddress getByAddress(String host,
byte[] addr)
t hrows UnknownHost Excepti on

Create an InetAddress based on the provided host mad IP address No name service is
checked for the validity of the address.

The host name can either be a machine name, sughvas sun. cont', or a textual
representation of its IP address.

No validity checking is done on the host name eithe

If addr specifies an IPv4 address an instanceeaifthddress will be returned; otherwise, an
instance of Inet6Address will be returned.

IPv4 address byte array must be 4 bytes long avidl bigte array must be 16 bytes long
Parameters:

host - the specified host
addr - the raw IP address in network byte order
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Returns:

an InetAddress object created from the raw IP addre
Throws:

UnknownHost Except i on - if IP address is of illegal length
Since:

1.4

getByName

public static |netAddress get ByNane(String host)
t hr ows UnknownHost Excepti on

Determines the IP address of a host, given theshusine.

The host name can either be a machine name, stighvas sun. cont’, or a textual
representation of its IP address. If a literal dldrass is supplied, only the validity of the
address format is checked.

Forhost specified in literal IPv6 address, either the fatefined in RFC 2732 or the literal
IPv6 address format defined in RFC 2373 is accepiu® scoped addresses are also
supported. Seeerefor a description of IPv6 scoped addresses.

If the host iswul | then an net Addr ess representing an address of the loopback inteiface
returned. Se®&FC 3330section 2 andRFC 2373section 2.5.3.

Parameters:
host - the specified host, owl | .

Returns:
an IP address for the given host name.

Throws:
UnknownHost Except i on - if no IP address for thest could be found, or if a scope_id
was specified for a global IPv6 address.
Securit yExcepti on - if a security manager exists and its checkConmathod doesn
allow the operation

getAlIByName

public static | netAddress[] getAl |l ByName(String host)
t hrows UnknownHost Excepti on

Given the name of a host, returns an array ofitaddresses, based on the configured name
service on the system.

The host name can either be a machine name, stghvas sun. cont', or a textual
representation of its IP address. If a literal didrass is supplied, only the validity of the
address format is checked.

Forhost specified inliteral IPv6 address, either the form defined in RFC 2732 or the litera

IPv6 address format defined in RFC 2373 is accep@tditieral IPv6 address may also be
gualified by appending scoped zone identifier or scope_id. The syntaxusage o
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scope_ids is describdubre

If the host iswul | then an net Addr ess representing an address of the loopback inteiface
returned. Se®FC 3330section 2 andRFC 2373section 2.5.3.

If there is a security manager amght is not null anchost . | engt h() is not equal to zero,
the security managerseckConnect method is called with the hosthame andas its
arguments to see if the operation is allowed.

Parameters:
host - the name of the host, oul | .

Returns:
an array of all the IP addresses for a given hasten

Throws:
UnknownHost Except i on - if no IP address for thest could be found, or if a scope_id
was specified for a global IPv6 address.
SecurityException - if a security manager exists anddteckConnect method
doesn't allow the operation.

See Also:
Securi t yManager . checkConnect (java.lang. String, int)

getByAddress

public static |netAddress get ByAddress(byte[] addr)
t hr ows UnknownHost Excepti on

Returns an net Addr ess object given the raw IP address . The argumeantngtwork byte
order: the highest order byte of the address getiddr ess() [ 0] .

This method doesn't block, i.e. no reverse namacgelookup is performed.
IPv4 address byte array must be 4 bytes long avidl bigte array must be 16 bytes long

Parameters:

addr - the raw IP address in network byte order
Returns:

an InetAddress object created from the raw IP a$dre
Throws:

UnknownHost Excepti on - if IP address is of illegal length
Since:

14

getL ocalHost

public static InetAddress getLocal Host ()
t hrows UnknownHost Excepti on

Returns the local host.

If there is a security manager, dfseckConnect method iscalled with the local host name &
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-1 as its arguments to see if the operation is alibwehe operation is not allowed, an
InetAddress representing the loopback addressusied.

Returns:

the IP address of the local host.
Throws;

UnknownHost Except i on - if no IP address for thest could be found.
See Also:

Securi t yManager . checkConnect (java.lang. String, int)
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